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• There will be added skew and clock insertion delay due to the clock gating circuit. The user
should analyze external setup/hold times carefully. The user should also ensure the additional
skew across the clock gating filter circuit is accounted for in any paths where the launch register is
driven from the filter input clock and captured by a register driven by the gated clock filter output
clock.

Power Analysis
SmartPower identifies static and dynamic power consumption problems quickly within a design. It
provides a hierarchical view, allowing users to drill down and estimate the power consumption of
individual components or events. SmartPower analyzes power consumption for nets, gates, I/Os,
memories, clocks, cores, clock domains, power supply rails, peak power during a clock cycle, and
switching transitions. 
SmartPower generates detailed hierarchical reports of the dynamic power consumption of a design for
easy inspection. These reports include design-level power summary, average switching activity, and
ambient and junction temperature readings. Enter the target clock and data frequencies for a design, and
let SmartPower perform a detailed and accurate power analysis. SmartPower supports importing files in
the VCD (Value-Change Dump) format as specified in the IEEE 1364 standard. It also supports the
Synopsys® Switching Activity Interchange Format (SAIF) standard. Support for these formats lets
designers generate switching activity information in a variety of simulators and then import this
information directly into SmartPower. 
For portable or battery-operated applications, a power profile feature enables you to measure power and
battery life, based on a sequence of operational modes of the design. In most portable and battery-
operated applications, the system is seldom fully "on" 100 percent of the time. "On" is a combination of
fully active, standby, sleep, or other functional modes. SmartPower allows users to create a power profile
for a design by specifying operational modes and the percent of time the device will run in each of the
modes. Power is calculated for each of the modes, and total power is calculated based on the weighted
average of all modes.
SmartPower also provides an estimated battery life based on the power profile. The current capacity for
a given battery is entered and used to estimate the life of the battery. The result is an accurate and
realistic indication of battery life. 
More information on SmartPower can be found on the Microsemi SoC Products Group website:
http://www.microsemi.com/soc/products/software/libero/smartpower.aspx. 

Additional Power Conservation Techniques
IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 FPGAs provide many ways to
inherently conserve power; however, there are also several design techniques that can be used to
reduce power on the board. 

• Microsemi recommends that the designer use the minimum number of I/O banks possible and tie
any unused power supplies (such as VCCPLL, VCCI, VMV, and VPUMP) to ground.

• Leave unused I/O ports floating. Unused I/Os are configured by the software as follows:
– Output buffer is disabled (with tristate value of high impedance)
– Input buffer is disabled (with tristate value of high impedance)

• Use the lowest available voltage I/O standard, the lowest drive strength, and the slowest slew rate
to reduce I/O switching contribution to power consumption.

• Advanced and pro I/O banks may consume slightly higher static current than standard and
standard plus banks—avoid using advanced and pro banks whenever practical.
– The small static power benefit obtained by avoiding advanced or pro I/O banks is usually

negligible compared to the benefit of using a low power I/O standard.
• Deselect RAM blocks that are not being used.
• Only enable read and write ports on RAM blocks when they are needed.
• Gating clocks LOW offers improved static power of RAM blocks.
• Drive the FF port of RAM blocks with the Flash_Freeze_Enabled signal from the Flash*Freeze

management IP.
• Drive inputs to the full voltage level so that all transistors are turned on or off completely.
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Global Resources in Low Power Flash Devices
Global Resource Support in Flash-Based Devices
The flash FPGAs listed in Table 3-1 support the global resources and the functions described in this
document.

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO products as
listed in Table 3-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 3-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.

Table 3-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology

IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities

IGLOO nano The industry’s lowest-power, smallest-size solution

ProASIC3 ProASIC3 Low power, high-performance 1.5 V FPGAs

ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards

ProASIC3 nano Lowest-cost solution with enhanced I/O capabilities

ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology

RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L

Military ProASIC3/EL Military temperature A3PE600L, A3P1000, and A3PE3000L

Automotive ProASIC3 ProASIC3 FPGAs qualified for automotive applications 

Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
CLKDLY Macro Usage 
When a CLKDLY macro is used in a CCC location, the programmable delay element is used to allow the 
clock delays to go to the global network. In addition, the user can bypass the PLL in a CCC location 
integrated with a PLL, but use the programmable delay that is associated with the global network by 
instantiating the CLKDLY macro. The same is true when using programmable delay elements in a CCC 
location with no PLLs (the user needs to instantiate the CLKDLY macro). There is no difference between 
the programmable delay elements used for the PLL and the CLKDLY macro. The CCC will be configured 
to use the programmable delay elements in accordance with the macro instantiated by the user.
As an example, if the PLL is not used in a particular CCC location, the designer is free to specify up to 
three CLKDLY macros in the CCC, each of which can have its own input frequency and delay adjustment 
options. If the PLL core is used, assuming output to only one global clock network, the other two global 
clock networks are free to be used by either connecting directly from the global inputs or connecting from 
one or two CLKDLY macros for programmable delay.
The programmable delay elements are shown in the block diagram of the PLL block shown in Figure 4-6 
on page 87. Note that any CCC locations with no PLL present contain only the programmable delay 
blocks going to the global networks (labeled "Programmable Delay Type 2"). Refer to the "Clock Delay 
Adjustment" section on page 102 for a description of the programmable delay types used for the PLL. 
Also refer to Table 4-14 on page 110 for Programmable Delay Type 1 step delay values, and Table 4-15 
on page 110 for Programmable Delay Type 2 step delay values. CCC locations with a PLL present can 
be configured to utilize only the programmable delay blocks (Programmable Delay Type 2) going to the 
global networks A, B, and C. 
Global network A can be configured to use only the programmable delay element (bypassing the PLL) if the 
PLL is not used in the design. Figure 4-6 on page 87 shows a block diagram of the PLL, where the 
programmable delay elements are used for the global networks (Programmable Delay Type 2). 
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Figure 4-37 shows the simulation results, where the first PLL’s output period is 3.9 ns (~256 MHz), and 
the stage 2 (final) output period is 3.56 ns (~280 MHz). 

Figure 4-36 • Second-Stage PLL Showing Input of 256 MHz from First Stage and Final Output of 280 MHz

Figure 4-37 • ModelSim Simulation Results

Stage 1 Output Clock Period Stage 2 Output Clock Period
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Figure 5-2 • Fusion Device Architecture Overview (AFS600) 

Figure 5-3 • ProASIC3 and IGLOO Device Architecture 
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SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered

Figure 6-13 • SmartGen Memory Configuration Interface 

Figure 6-14 • Port Mapping Interface for SmartGen-Generated Memory
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices
without reprogramming the device. Dynamic flag settings are determined by register values and can be
altered without reprogramming the device by reloading the register values either from the design or
through the UJTAG interface described in the "Initializing the RAM/FIFO" section on page 164.
SmartGen can also configure the FIFO to continue counting after the FIFO is full. In this configuration,
the FIFO write counter will wrap after the counter is full and continue to write data. With the FIFO
configured to continue to read after the FIFO is empty, the read counter will also wrap and re-read data
that was previously read. This mode can be used to continually read back repeating data patterns stored
in the FIFO (Figure 6-15).

FIFOs configured using SmartGen can also make use of the port mapping feature to configure the
names of the ports.

Limitations
Users should be aware of the following limitations when configuring SRAM blocks for low power flash
devices:

• SmartGen does not track the target device in a family, so it cannot determine if a configured
memory block will fit in the target device.

• Dual-port RAMs with different read and write aspect ratios are not supported.
• Cascaded memory blocks can only use a maximum of 64 blocks of RAM. 
• The Full flag of the FIFO is sensitive to the maximum depth of the actual physical FIFO block, not

the depth requested in the SmartGen interface. 

Figure 6-15 • SmartGen FIFO Configuration Interface
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Note: The 30 k gate devices do not support a PLL (VCOMPLF and VCCPLF pins).
Figure 7-19 • Naming Conventions of IGLOO and ProASIC3 Devices with Two I/O Banks – Top View 

Figure 7-20 • Naming Conventions of IGLOO and ProASIC3 Devices with Four I/O Banks – Top View
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I/O Structures in IGLOOe and ProASIC3E Devices
I/O Architecture

I/O Tile
The I/O tile provides a flexible, programmable structure for implementing a large number of I/O 
standards. In addition, the registers available in the I/O tile can be used to support high-performance 
register inputs and outputs, with register enable if desired (Figure 8-3). The registers can also be used to 
support the JESD-79C Double Data Rate (DDR) standard within the I/O structure (see the "DDR for 
Microsemi’s Low Power Flash Devices" section on page 271 for more information). 
As depicted in Figure 8-3, all I/O registers share one CLR port. The output register and output enable 
register share one CLK port.

Figure 8-3 • DDR Configured I/O Block Logical Representation
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Power-Up Behavior 
Low power flash devices are power-up/-down friendly; i.e., no particular sequencing is required for 
power-up and power-down. This eliminates extra board components for power-up sequencing, such as a 
power-up sequencer.
During power-up, all I/Os are tristated, irrespective of I/O macro type (input buffers, output buffers, I/O 
buffers with weak pull-ups or weak pull-downs, etc.). Once I/Os become activated, they are set to the 
user-selected I/O macros. Refer to the "Power-Up/-Down Behavior of Low Power Flash Devices" section 
on page 373 for details. 

Drive Strength
Low power flash devices have up to seven programmable output drive strengths. The user can select the 
drive strength of a particular output in the I/O Attribute Editor or can instantiate a specialized I/O macro, 
such as OUTBUF_S_12 (slew = low, out_drive = 12 mA).
The maximum available drive strength is 24 mA per I/O. Though no I/O should be forced to source or 
sink more than 24 mA indefinitely, I/Os may handle a higher amount of current (refer to the device IBIS 
model for maximum source/sink current) during signal transition (AC current). Every device package has 
its own power dissipation limit; hence, power calculation must be performed accurately to determine how 
much current can be tolerated per I/O within that limit.

I/O Interfacing 
Low power flash devices are 5 V–input– and 5 V–output–tolerant if certain I/O standards are selected 
(refer to the "5 V Input and Output Tolerance" section on page 232). Along with other low-voltage I/O 
macros, this 5 V tolerance makes these devices suitable for many types of board component interfacing.
Table 8-19 shows some high-level interfacing examples using low power flash devices. 

Table 8-19 • High-Level Interface Examples

Interface

Clock I/O

Type Frequency Type Signals In Signals Out Data I/O

GM Src Sync 125 MHz LVTTL 8 8 125 Mbps

TBI Src Sync 125 MHz LVTTL 10 10 125 Mbps

XSBI Src Sync 644 MHz LVDS 16 16 644 Mbps

XGMI Src Sync DDR 156 MHz HSTL1 32 32 312 Mbps

FlexBus 3 Sys Sync 104 MHz LVTTL ≤ 32 ≤ 32 ≤ 104

Pos-PHY3/SPI-3 Sys Sync 104 LVTTL 8,16,32 8,16,32 ≤ 104 Mbps

FlexBus 4/SPI-4.1 Src Sync 200 MHz HSTL1 16,64 16,64 200 Mbps

Pos-PHY4/SPI-4.2 Src Sync DDR ≥ 311 MHz LVDS 16 16 ≥ 622 Mbps

SFI-4.1 Src Sync 622 MHz LVDS 16 16 622 Mbps

CSIX L1 Sys Sync ≤ 250 MHz HSTL1 32,64,96,128 32,64,96,128 ≤ 250 Mbps

Hyper Transport Sys Sync DDR ≤ 800 MHz LVDS 2,4,8,16 2,4,8,16 ≤ 1.6 Gbps

Rapid I/O Parallel Sys Sync DDR 250 MHz – 1 GHz LVDS 8,16 8,16 ≤ 2 Gbps

Star Fabric CDR LVDS 4 4 622 Mbps

Note: Sys Sync = System Synchronous Clocking, Src Sync = Source Synchronous Clocking, and CDR = Clock and 
Data Recovery.
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I/O Software Control in Low Power Flash Devices
Output Buffers
There are two variations: Regular and Special.
If the Regular variation is selected, only the Width (1 to 128) needs to be entered. The default value for
Width is 1.
The Special variation has Width, Technology, Output Drive, and Slew Rate options.

Bidirectional Buffers
There are two variations: Regular and Special.
The Regular variation has Enable Polarity (Active High, Active Low) in addition to the Width option.
The Special variation has Width, Technology, Output Drive, Slew Rate, and Resistor Pull-Up/-Down
options.

Tristate Buffers
Same as Bidirectional Buffers.

DDR
There are eight variations: DDR with Regular Input Buffers, Special Input Buffers, Regular Output
Buffers, Special Output Buffers, Regular Tristate Buffers, Special Tristate Buffers, Regular Bidirectional
Buffers, and Special Bidirectional Buffers.
These variations resemble the options of the previous I/O macro. For example, the Special Input Buffers
variation has Width, Technology, Voltage Level, and Resistor Pull-Up/-Down options. DDR is not
available on IGLOO PLUS devices. 

4. Once the desired configuration is selected, click the Generate button. The Generate Core
window opens (Figure 9-4).

5. Enter a name for the macro. Click OK. The core will be generated and saved to the appropriate
location within the project files (Figure 9-5 on page 257). 

6. Instantiate the I/O macro in the top-level code.
The user must instantiate the DDR_REG or DDR_OUT macro in the design. Use SmartGen to
generate both these macros and then instantiate them in your top level. To combine the DDR
macros with the I/O, the following rules must be met:

Figure 9-4 • Generate Core Window
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– The I/O standard of technology-specific I/O macros cannot be changed in the I/O Attribute
Editor (see Figure 9-6).

– The user MUST instantiate differential I/O macros (LVDS/LVPECL) in the design. This is the
only way to use these standards in the design (IGLOO nano and ProASIC3 nano devices do
not support differential inputs).

– To implement the DDR I/O function, the user must instantiate a DDR_REG or DDR_OUT
macro. This is the only way to use a DDR macro in the design.  

Performing Place-and-Route on the Design
The netlist created by the synthesis tool should now be imported into Designer and compiled. During
Compile, the user can specify the I/O placement and attributes by importing the PDC file. The user can
also specify the I/O placement and attributes using ChipPlanner and the I/O Attribute Editor under MVN.

Defining I/O Assignments in the PDC File
A PDC file is a Tcl script file specifying physical constraints. This file can be imported to and exported
from Designer. 
Table 9-3 shows I/O assignment constraints supported in the PDC file.

Figure 9-6 • Assigning a Different I/O Standard to the Generic I/O Macro

Table 9-3 • PDC I/O Constraints

Command Action Example Comment

I/O Banks Setting Constraints

set_iobank Sets the I/O supply
voltage, VCCI, and the
input reference voltage,
VREF, for the specified I/O
bank.

set_iobank bankname
[-vcci vcci_voltage]
[-vref vref_voltage]

set_iobank Bank7 -vcci 1.50 
-vref 0.75 

Must use in case of mixed I/O
voltage (VCCI) design

set_vref Assigns a VREF pin to a
bank. 

set_vref -bank [bankname]
[pinnum]

set_vref -bank Bank0
685 704 723 742 761

Must use if voltage-
referenced I/Os are used

set_vref_defaults Sets the default VREF
pins for the specified
bank. This command is
ignored if the bank does
not need a VREF pin. 

set_vref_defaults bankname

set_vref_defaults bank2

Note: Refer to the Libero SoC User’s Guide for detailed rules on PDC naming and syntax conventions.
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DDR for Microsemi’s Low Power Flash Devices
Transmit Register
(continued)

Tristate 
Buffer

Normal  Enable Polarity Low/high (low default)

LVTTL Output Drive 2, 4, 6, 8, 12,16, 24, 36 mA (8 mA
default)

Slew Rate Low/high (high default)

Enable Polarity Low/high (low default)

Pull-Up/-Down None (default)

LVCMOS Voltage 1.5 V, 1.8 V, 2.5 V, 5 V (1.5 V
default)

Output Drive 2, 4, 6, 8, 12, 16, 24, 36 mA (8 mA
default)

Slew Rate Low/high (high default)

Enable Polarity Low/high (low default)

Pull-Up/-Down None (default)

PCI/PCI-X Enable Polarity Low/high (low default)

GTL/GTL+ Voltage 1.8 V, 2.5 V, 3.3 V (3.3 V default)

Enable Polarity Low/high (low default)

HSTL Class I / II (I default)

Enable Polarity Low/high (low default)

SSTL2/SSTL3 Class I / II (I default)

Enable Polarity Low/high (low default)

Bidirectional 
Buffer

Normal Enable Polarity Low/high (low default)

LVTTL Output Drive 2, 4, 6, 8, 12, 16, 24, 36 mA (8 mA
default)

Slew Rate Low/high (high default)

Enable Polarity Low/high (low default)

Pull-Up/-Down None (default)

LVCMOS Voltage 1.5 V, 1.8 V, 2.5 V, 5 V (1.5 V
default)

Enable Polarity Low/high (low default)

Pull-Up None (default)

PCI/PCI-X None

Enable Polarity Low/high (low default)

GTL/GTL+ Voltage 1.8 V, 2.5 V, 3.3 V (3.3 V default)

Enable Polarity Low/high (low default)

HSTL Class I / II (I default)

Enable Polarity Low/high (low default)

SSTL2/SSTL3 Class I / II (I default)

Enable Polarity Low/high (low default)

Table 10-2 • DDR I/O Options (continued)

DDR Register 
Type I/O Type I/O Standard Sub-Options Comments

Note: *IGLOO nano and ProASIC3 nano devices do not support differential inputs.
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Input Support for DDR
The basic structure to support a DDR input is shown in Figure 10-2. Three input registers are used to
capture incoming data, which is presented to the core on each rising edge of the I/O register clock. Each
I/O tile supports DDR inputs.

Output Support for DDR
The basic DDR output structure is shown in Figure 10-1 on page 271. New data is presented to the
output every half clock cycle. 
Note: DDR macros and I/O registers do not require additional routing. The combiner automatically

recognizes the DDR macro and pushes its registers to the I/O register area at the edge of the chip.
The routing delay from the I/O registers to the I/O buffers is already taken into account in the DDR
macro.

Figure 10-2 • DDR Input Register Support in Low Power Flash Devices
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Figure 10-3 • DDR Output Register (SSTL3 Class I)
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Cortex-M1 Device Security
Cortex-M1–enabled devices are shipped with the following security features:

• FPGA array enabled for AES-encrypted programming and verification
• FlashROM enabled for AES-encrypted Write and Verify
• Fusion Embedded Flash Memory enabled for AES-encrypted Write

AES Encryption of Programming Files
Low power flash devices employ AES as part of the security mechanism that prevents invasive and
noninvasive attacks. The mechanism entails encrypting the programming file with AES encryption and
then passing the programming file through the AES decryption core, which is embedded in the device.
The file is decrypted there, and the device is successfully programmed. The AES master key is stored in
on-chip nonvolatile memory (flash). The AES master key can be preloaded into parts in a secure
programming environment (such as the Microsemi In-House Programming center), and then "blank"
parts can be shipped to an untrusted programming or manufacturing center for final personalization with
an AES-encrypted bitstream. Late-stage product changes or personalization can be implemented easily
and securely by simply sending a STAPL file with AES-encrypted data. Secure remote field updates over
public networks (such as the Internet) are possible by sending and programming a STAPL file with AES-
encrypted data.
The AES key protects the programming data for file transfer into the device with 128-bit AES encryption.
If AES encryption is used, the AES key is stored or preprogrammed into the device. To program, you
must use an AES-encrypted file, and the encryption used on the file must match the encryption key
already in the device. 
The AES key is protected by a FlashLock security Pass Key that is also implemented in each device. The
AES key is always protected by the FlashLock Key, and the AES-encrypted file does NOT contain the
FlashLock Key. This FlashLock Pass Key technology is exclusive to the Microsemi flash-based device
families. FlashLock Pass Key technology can also be implemented without the AES encryption option,
providing a choice of different security levels.
In essence, security features can be categorized into the following three options:

• AES encryption with FlashLock Pass Key protection
• FlashLock protection only (no AES encryption)
• No protection 

Each of the above options is explained in more detail in the following sections with application examples
and software implementation options.

Advanced Encryption Standard 
The 128-bit AES standard (FIPS-192) block cipher is the NIST (National Institute of Standards and
Technology) replacement for DES (Data Encryption Standard FIPS46-2). AES has been designed to
protect sensitive government information well into the 21st century. It replaces the aging DES, which
NIST adopted in 1977 as a Federal Information Processing Standard used by federal agencies to protect
sensitive, unclassified information. The 128-bit AES standard has 3.4 × 1038 possible 128-bit key
variants, and it has been estimated that it would take 1,000 trillion years to crack 128-bit AES cipher text
using exhaustive techniques. Keys are stored (securely) in low power flash devices in nonvolatile flash
memory. All programming files sent to the device can be authenticated by the part prior to programming
to ensure that bad programming data is not loaded into the part that may possibly damage it. All
programming verification is performed on-chip, ensuring that the contents of low power flash devices
remain secure. 
Microsemi has implemented the 128-bit AES (Rijndael) algorithm in low power flash devices. With this
key size, there are approximately 3.4 × 1038 possible 128-bit keys. DES has a 56-bit key size, which
provides approximately 7.2 × 1016 possible keys. In their AES fact sheet, the National Institute of
Standards and Technology uses the following hypothetical example to illustrate the theoretical security
provided by AES. If one were to assume that a computing system existed that could recover a DES key
in a second, it would take that same machine approximately 149 trillion years to crack a 128-bit AES key.
NIST continues to make their point by stating the universe is believed to be less than 20 billion years
old.1
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Security in Low Power Flash Devices
Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 12-18 on page 321). Enter the AES key and click Next.
A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings. 
This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file. 
An AES-encrypted file programmed to a device without FlashLock would not be secure, since without
FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software. 

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA
array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 12-17 • Settings to Program a Device Secured with FlashLock and using AES Encryption 
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Programming with this file is intended for an unsecured environment. The AES key encrypts the
programming file with the same AES key already used in the device and utilizes it to program the device.

Reprogramming Devices
Previously programmed devices can be reprogrammed using the steps in the "Generation of the
Programming File in a Trusted Environment—Application 1" section on page 313 and "Generation of
Security Header Programming File Only—Application 2" section on page 316. In the case where a
FlashLock Pass Key has been programmed previously, the user must generate the new programming file
with a FlashLock Pass Key that matches the one previously programmed into the device. The software
will check the FlashLock Pass Key in the programming file against the FlashLock Pass Key in the device.
The keys must match before the device can be unlocked to perform further programming with the new
programming file.
Figure 12-10 on page 314 and Figure 12-11 on page 314 show the option Programming previously
secured device(s), which the user should select before proceeding. Upon going to the next step, the
user will be notified that the same FlashLock Pass Key needs to be entered, as shown in Figure 12-19 on
page 322. 

Figure 12-18 • Security Level Set High to Reprogram Device with AES Key
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Related Documents

User’s Guides
FlashPro User's Guide
http://www.microsemi.com/soc/documents/flashpro_ug.pdf

List of Changes
The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version
but is now part of several FPGA fabric user’s guides.

N/A

v1.5
(August 2009)

The "CoreMP7 Device Security" section was removed from "Security in ARM-
Enabled Low Power Flash Devices", since M7-enabled devices are no longer
supported.

304

v1.4
(December 2008)

IGLOO nano and ProASIC3 nano devices were added to Table 12-1 • Flash-Based
FPGAs.

302

v1.3
(October 2008)

The "Security Support in Flash-Based Devices" section was revised to include new
families and make the information more concise.

302

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 12-1 • Flash-
Based FPGAs:
• ProASIC3L was updated to include 1.5 V. 
• The number of PLLs for ProASIC3E was changed from five to six.

302

v1.1
(March 2008)

The chapter was updated to include the IGLOO PLUS family and information
regarding 15 k gate devices. 

N/A

The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 302
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X
Table 13-4 • Programming Header Pin Numbers and Description

Pin Signal Source Description

1 TCK Programmer JTAG Clock

2 GND1 – Signal Reference

3 TDO Target Board Test Data Output

4 NC – No Connect (FlashPro3/3X); Prog_Mode (FlashPro4).
See note associated with Figure 13-5 on page 335
regarding Prog_Mode on FlashPro4.

5 TMS Programmer Test Mode Select

6 VJTAG Target Board JTAG Supply Voltage

7 VPUMP2 Programmer/Target Board Programming Supply Voltage

8 nTRST Programmer JTAG Test Reset (Hi-Z with 10 kΩ pull-down, HIGH,
LOW, or toggling)

9 TDI Programmer Test Data Input

10 GND1 – Signal Reference

Notes:
1. Both GND pins must be connected.
2. FlashPro4/3/3X can provide VPUMP if there is only one device on the target board.
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